
Dns2db

DNS traffic statistics by .SE



Written from scratch

• Prototype created summer 2005
• Financed by .SE
• Is a new open-source project hosted at 

iis.se
• Uses ldns from NLnetLabs



Uses SQL Backend

• Reads Pcap files and store to SQL 
databases.

• Allows for faster queries due to indexing
• Sqlite3 is our preferred database
• MySQL, PgSQL is planned
• Data not aggregated. Database file size ≈ 

pcap file size



Uses interactive frontend

• GUI written in Adobe Flex
• Allows for ”digging in” on traffic data.
• Highly customizable queries/analyzis
• Uses little resources on server



Performance

1 hour traffic with 250q/s average
85MB pcap file
pcap->sqlite3 ≈ 45 sec (HP DL380G4)



Installation & setup

• Runs on Linux, FreeBSD (and OSX?)
• Apache webserver
• PHP with pdo_sqlite
• Flash on client

• Log rotation and job control from cron



Directory structure

One directory per day
[niclas@snok /logg/dns2db]$ du -sh *
2.2G    2007-03-24
2.1G    2007-03-25
2.7G    2007-03-26
2.7G    2007-03-27
2.7G    2007-03-28
…
…



Directory structure

One file per minute (time intervall 
configurable)

[niclas@snok /logg/dns2db/2007-04-22]$ du -sh *
1.4M    DSC.2007-04-22_00_00.db
1.3M    DSC.2007-04-22_00_01.db
1.4M    DSC.2007-04-22_00_02.db
1.4M    DSC.2007-04-22_00_03.db
1.4M    DSC.2007-04-22_00_04.db
1.5M    DSC.2007-04-22_00_05.db
…
…



Table structure

• sqlite> select * from Q limit 1;
• id = 1
• ts = 1177417198
• msg_id = 13897
• Client_num = 117578696
• Client = 200.27.2.7
• Src_port = 32951
• Qtype = 1
• Qclass = 1
• MsgLen = 43
• Qname = dns2.utfors.se
• Opcode = 0
• Rd = 0
• Opt_RR = 1
• Do = 0
• Version = 0
• E1 = utfors.se
• E2 = 200.27.2.0



 



 



 



 





Progress the last two months

• Ipv6
• 2x performance in conversion
• Convertion of TCP packets



How to implement.



 





Example queries

Standard Topplists
top XX domains
top XX resolvers
top XX querytypes (MX,NS etc)
Querys from specific resolver
Querys about specific domain
Distribution querytypes
Distribution TCP/UDP
Ipv4/IPv6
DNSSEC
Has the X bit set/unset? (is this relevant?)
etc..



Gui wishlist

Choose server
Quickly get toplists from a specific server/time
Aggregate queries to a number of servers or all servers.
Custom queries
Queries for different time intervalls.
Graphs when asking for distribution of 
querytypes/TCP/UDP etc..
What else?



What do you think?

• How do we go forward?
• What features are missing?
• Is dns2db useful?



Future

http://opensource.iis.se/trac/dns2db
http://www.nlnetlabs.nl/ldns/


